
• Phishing  

You might have provided your login details to the cybercriminals by typing them 
into a fake website that looks exactly like your email provider’s login page. They 
often do this by redirecting you to a fake web page through a hyperlink sent to you 
in a “phishing” email that looks like it was sent by your email provider. These 
phishing emails will often contain warnings that grab your attention, such as saying 
that your account has been deactivated and won’t be restored until you have 
updated your details.  

• Malware  

Your computer can become infected by malicious software (malware) that 
monitors your keyboard strokes or scans through your devices for saved 
passwords.  

• Hacked web site  

Sometimes it may be that you registered on another website with the same login 
details that you use for email, and that website becomes compromised. 

HOW CAN YOUR EMAIL GET HACKED?  

WHAT IS EMAIL HACKING? 

When an email account is hacked, it means that unknown hackers gain access to 
your account. They are able to read all of your correspondence and send emails 
on your behalf. They may also target you by impersonating parties with whom 
you are in a financial relationship and notify you of a change to their banking 
details in order to persuade you to pay money into fraudulent accounts that they 
have opened.  

WHAT TO DO IF YOU HAVE REASON
TO BELIEVE YOUR EMAIL ACCOUNT
HAS BEEN HACKED

HOW DO I PREVENT FALLING
PREY TO EMAIL HACKING?  

• Immediately disconnect the computer that you used to accessed your email 
address from the Internet. You should not use this computer for any sensitive 
activities such as reading emails, internet banking, or online purchases until the 
malware has been removed and your computer has been cleaned by a 
specialist. 

 
• Change your email password on a different computer that you trust and that 

does not share the same network connection. It is always preferable that you 
change the password from a device like a smartphone or tablet, as these 
devices are less prone to virus infections. 

• Contact anybody that you have a financial relationship with (such as your 
banker, financial planner or suppliers) and find out whether they have received 
any recent email requests or instructions from you. Make sure that these 
instructions are legitimate, by checking details such as the account numbers 
contained in these instructions. Inspect and continue monitoring your bank 
statements for any possible transfers that you cannot account for. 

• As soon as you have changed your password, send an email to all your other 
email contacts to inform them that your email account has been compromised 
and request to be notified immediately if they have received any recent emails 
from you. 

• Inspect the ‘Deleted Items/Trash’ and ‘Sent Items’ folders in your mailbox for 
any emails that might have been sent by the hackers. If so, take urgent and 
decisive action to counter these emails.  

• Sometimes, when cybercriminals are unable to send emails from your email 
account, they will create an email address that looks very similar to yours from 
which they then send fraudulent emails. If you become aware of an address like 
this, contact the email service provider immediately with evidence of the 
compromise and request that they take urgent action to shut down the 
fraudulent email address.  

• You should always assume that any sensitive information on the computer has 
been compromised to criminal parties in such cases. Sensitive information 
could include your email correspondence, passwords for your email accounts 
and other online accounts, or the contents of documents on your computer. 
You need to change all your passwords for these online accounts by way of an 
uninfected computer that you trust.  

• If any fraud has taken place, you should open a criminal case with the South 
African Police Service.  

• Always having the contact details of the South African Fraud Prevention 
Service (SAFPS) ready is also advisable. You can contact them at 
www.safps.org.za or 0860 101 248 and ask for their free protective registration 
service against identity theft. 

• Never enter your email details into a website that you accessed via an emailed 
hyperlink.  

• Many websites will ask you to register with your email address and a password. 
Never use the same password that you use to access your email address to 
register on another site. 

• Always use complex passwords of more than eight characters in length, that uses 
a combination of letters, numbers and special characters. Never use a password 
that can be guessed.  

• Many email providers offer out-of-band confirmation options, like an SMS 
message sent to your mobile phone. Make use of this option if it is available, 
otherwise, consider changing your email provider.  

• Cybercriminals like to send Trojan viruses as attachments in their emails. Be wary 
of attachments from unknown senders, especially if the attachments are 
programs (like .exe files) or come in the form of file archives (like .zip files). 

 
• Always have a reliable anti-virus program installed on your computer and update 

it regularly, irrespective of whether you run a Windows or Mac OS X operating 
system. Not every anti-virus program is equally good at protecting against the 
latest malware programs. This is especially true of a few free anti-virus packages 
available on the web. It is strongly recommended to make an informed choice 
regarding which anti-virus software you use. There are a few test sites on the 
internet like www.av-test.org or www.av-comparatives.org that can show you 
exactly what you’d be signing up for.  

 • Make sure to update your computer regularly with the latest operating system 
patches. Hackers are constantly discovering new vulnerabilities in operating 
systems and other popular programs like Adobe Flash Player and Adobe Reader.  

• It is also possible to fall prey to an email hacking fraud if the account that was 
hacked belongs to somebody else. Never accept financial instructions on the 
basis of only an email (an example would be a notification of a change in your 
supplier’s banking details). Instead, ensure that you confirm the authenticity of 
the information in person or by means of a phone call to a valid number that you 
have used in the past. For business and corporate clients, many banks will offer 
AVS (Account Verification Service™) to protect against the fraudulent redirection 
of funds. 
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